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Abstract 
Wireless Sensor Network (WSN) consists of large number 
of sensor nodes which are limited in battery power and 
communication range and are having multi-model sensing 
capability. One of the most significant applications of 
wireless sensor network is environment monitoring. A 
wireless sensor network (WSN) entail of spatially 
distributed self-sufficient sensors to monitor physical or 
conservational requirements, such as pressure, sound, 
vibration, temperature, motion or pollutants and to 
collaboratively pass their data to a main location(base 
station or sink) through the network. Wireless sensor 
networks are equipped with only Omni-directional 
antennas, which can cause high collisions. It is shown that 
the per node throughput in such networks is decreased with 
the increased number of nodes. Thus, the transmission with 
multiple short-range hops is preferred to reduce the 
interference. Packet collision causes packet loss and wastes 
resources in wireless networks. It becomes even worse in 
dense WSNs, due to burst-traffic and congestion around 
sinks. In this paper, we propose a neural network scheme to 
recover collided packets. The proposed work avoids the 
collision using Hopfield neural network and increases the 
packet delivery ratio and throughput of the network and 
due to this end 2 end delay is decreases. 
Keywords: Attacks, BP, Collision, DOS Attack, HNN, 
WSN. 

I. Introduction 

A wireless sensor network is a heterogeneous system 
consists of hundreds or thousands low-cost and low-
power tiny sensors to monitoring and gathering 
information from deployment environment in real-
time [1,2,3]. Common functions of WSNs are 
including broadcast and multicast, routing, 
forwarding and route maintenance. The sensor's 
components are: sensor unit, processing unit, 
storage/memory unit, power supply unit and wireless 
radio transceiver; these units are communicating to 

each other. Wireless Sensor Network (WSN) is a 
collection of sensors with limited resources that 
collaborate in order to achieve a common goal. 
Sensor nodes operate in hostile environments such as 
battle fields and surveillance zones. Due to their 
operating nature, WSNs are often unattended, hence 
prone to several kinds of novel attacks. A future 
WSN is expected to consist of hundreds or even 
thousands of sensor nodes. This renders it impractical 
to monitor and protect each individual node from 
either physical or logical attack. The main feature of 
WSN that makes it unique is its flexibility in terms of 
the shape of the network and mobility of the sensors. 
Without any wires, WSN can be deployed in areas 
where regular sensor networks cannot operate. Also 
the self-shaping feature of WSN, along with the 
freedom of the wireless sensors movement makes it 
an ideal tool for the situations where the sensors are 
mobile. Having these features, WSN is used in 
medical applications, military purposes, disaster area 
monitoring, etc [4, 5]. The flexibility of wireless 
sensor networks comes with a series of challenges.   
 
Important Attack in WSN 
 
Though there are various attacks in Wireless Sensor 
Networks, but certain active attacks, which can be 
detected with our proposed model, are as follows: 
 
Denial of Service 
 
Denial of Service (DOS) [6, 7] is produced by the 
unintentional failure of nodes or malicious action. 
The simplest DOS attack tries to exhaust the 
resources available to the victim node, by sending 
extra unnecessary packets and thus prevents 
legitimate network users from accessing services  or 
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resources to which they are entitled. DOS attack is 
meant not only for the adversary’s attempt to subvert, 
disrupt, or destroy a network, but also for any event 
that diminishes a network’s capability to provide a 
service. 

Types of DOS Attack 

DoS attacks are classified into three groups: 
collision, unfairness and exhaustion attacks.  
a) In a collision attack, the attacker transmits data 
packets regardless of the status of the broadcast 
medium. Such packets collide with the data or control 
packets from the legitimate sensor nodes.  
b) In an unfairness attack, the adversary transmits 
an unusually large number of packets when the 
medium is free. This prevents the legitimate sensors 
from transmitting their packets.  
c) In an exhaustion attack, the adversary transmits 
an abnormally large number of RTS packets to the 
normal sensor nodes, which exhausts them 
prematurely. 
DoS attacks can be detected if abnormal variations 
occur in sensitive parameters such as collision rate R; 
(number of collisions observed by a node per 
second), average waiting time Tw (waiting time of a 
packet in MAC buffer before transmission), and RTS 
arrival rate (RRTS) (number of RTS packets received 
successfully by a node every second)[8, 9]. 
 

How Collision Occur in WSN 

Collision occurs when two or more nodes attempt to 
transmit a packet across the network at the same 
time. The transmitted packets must be discarded and 
then retransmitted, thus the retransmission of those 
packets increases the energy consumption and the 
latency. Collision attack is a type of DOS attack 
which occurs on Data Link Layer. Packet Collision 
occurs when two or more close stations attempt to 
transmit a packet at the same time. This can result in 
packet loss and impede network performance. Many 
CSMA based MAC protocols are proposed in 
Wireless Sensor Network (WSNs) to avoid collisions, 
such as B-MAC [10]. These protocols can efficiently 
reduce collisions, but intrinsically cannot eliminate 
all collisions, because of hidden terminal problems, 
as well as collisions when multiple nodes sense the 
medium free at the same time. Furthermore, the 
consequences of packet collisions are serious to 

WSNs. Collisions can cause the loss of critical 
control information from base stations, and 
applications may fail. 

II. Role of Neural Network in WSN 

Although neural network and sensor network are 
normally viewed as two radically different subjects, 
they do share one thing in common. The most 
fundamental way of exchanging information in both 
kinds of networks is one-to-many communication, 
i.e., the broadcast. In a biological neural network, a 
firing neuron sends an action potential to all neurons 
that are connected to it by synapses, each of which 
may impose different delay and amplification to the 
transmitted signal. Similarly, a communication node 
in a sensor network broadcasts its signal to all nodes 
within its transmission range. The proposed 
computing with time paradigm applies to networks in 
which a broadcast is a Communication primitive, 
such as neural networks in biology or wireless 
networks in telecommunication. Another example of 
such a paradigm is computing with action potentials 
proposed by Hopfield et al. [11], who observed that 
analog information can be encoded into firing times 
of action potentials and that the timings of these 
action potentials can be used to carry out a vector 
matching algorithm. The ability to perform 
broadcast-based communication was not explicitly 
mentioned as a requirement. There must be certain 
moments at which distributed neurons observe the 
same events, as if each of them would own a local 
clock and these clocks were synchronized from time 
to time by such events. Broadcast naturally provides 
plenty of such synchronization points. The purpose is 
to look for an optimum value by associating the firing 
times with a certain variable in such a way that the 
smaller this variable is the more desirable the 
property of the corresponding neuron is. Hence, the 
neuron firing earliest will naturally be the one whose 
property variable has the minimum value among the 
neurons being compared. Hence, the essence here is 
to introduce competition, instead of superposition in 
Hopfield’s approach, to select a winner that possesses 
the desired optimality.  

 

III. Related Work 
  
In year 2001[12] Simon X. Yang, Member, IEEE, 
proposed some work “ Neural Network Approaches 
to Dynamic Collision-Free Trajectory Generation” In 
this paper, dynamic collision-free trajectory 
generation in a non-stationary environment is studied 
using biologically inspired neural network 
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approaches. The proposed neural network is 
topologically organized, where the dynamics of each 
neuron is characterized by a neural network. The 
effectiveness and efficiency of the proposed 
approaches are demonstrated through simulation and 
comparison studies. 
In year 2003[13], K. Jamieson, H. Balakrishnan, 
proposed some work “A mac protocol for event-
driven wireless sensor networks” this paper 
demonstrates that CSMA based protocols cannot 
avoid such collisions when the number of concurrent 
transmissions grows. Such collisions become severe 
in dense WSNs for two reasons. First, many dense 
sensor networks are event-driven and generate bursty 
spatially-correlated traffic, where multiple sensors in 
the same neighborhood all have messages to send 
simultaneously in response to the same event. 
Second, WSNs are typically equipped with few sinks 
to which packets from sensors converge.  
In year 2005[14] Frank Oldewurtel proposed 
some work”Neural Wireless Sensor Networks” We 
present an overview of embedded network 
applications and discuss requirements arising from 
this analysis. Furthermore, we discuss selected in-
network processing techniques and point out the 
analogy between neural and sensor networks. In the 
following neural networks are introduced in the 
sensor network context. We describe the motivation 
and the practical case for neural networks in the 
sensor networks context, and evaluate early results 
achieved with our test implementation. We argue that 
there is a high potential with these paradigms which 
promise a strong impact on the future research, 
especially if applied as a hybrid technology using 
Hopfield neural network. 
In year 2009[15] Raghavendra V. Kulkarni, Senior 
Member, IEEE,proposed some work”Neural 
Network Based Secure Media Access Control 
Protocol for Wireless Sensor Networks” this  paper 
discusses an application of a neural network in 
wireless sensor network security. It presents a neural 
network approach against the denial-of-service 
attacks launched by adversaries. The MLP enhances 
the security of a WSN by constantly monitoring the 
parameters that exhibit unusual variations in case of 
an attack/collision. The MLP shuts down the MAC 
layer and the physical layer of the sensor node when 
the suspicion factor, the output of the MLP, exceeds a 
preset threshold level. Backpropagation and particle 
swarm optimization algorithms are used to avoid the 
attack.  
In Year 2011[16] Jiyong Son ; Dept. of Electr. Eng., 
Korea Univ., Seoul, South Korea ; Hwan-Joo Kwak ; 
Gwi-Tae Park ,member IEEE proposed some work” 

Back propagation neural network based real-time 
self-collision detection method” In this paper This 
paper proposes a back propagation neural network 
based real-time humanoid self-collision detection 
method which eliminates the repetition of detection 
computation for same and similar motion sets. The 
proposed system is able to reduce self-collision 
detection computation time significantly, because of 
the pattern recognition capability of the neural 
network. However, the accuracy of back propagation 
neural network based self-collision detection cannot 
be guaranteed 100%. For this reason, the system is 
also designed to detect potential miss detected motion 
sets though the module based self-collision detection 
method, which eliminates unnecessary motion pairs 
by focusing on certain modules with higher collision 
probability. Our module based self-collision 
detection method is a failsafe method. 

IV. Collision Avoidance using HNN 
 
Wireless communication often suffers from bad 
channel conditions. One has to deal with erroneous or 
even lost data packets by signal processing 
algorithms or other techniques such as 
retransmission. In this context the HNN shows 
promising characteristics such as associative 
memory, robustness and error correction capability to 
overcome this drawback.   HNN uses the concepts of 
associative memory, pattern completion and error 
correction. Here Associative memory means that a 
pattern is not stored on any individual neuron but is a 
property of the whole network. By using partial or 
corrupted pattern, it can then use the correlations to 
recreate the whole pattern/network then it performs 
pattern /network completion for whole network.   The 
HN itself is robust in case of missing data, and 
pattern correction in case of corrupted data to remove 
the collided packet from the network due to the 
association ability. The HN is a single layer fully 
connected feedback network with no direct feedback 
connections, i.e. each single neuron is not directly 
connected to itself [17-19]. 

Feed Forward Back Propagation  

ANN’s are biologically inspired computer programs 
to simulate the way in which the human brain process 
information. It is a very powerful approach for 
building complex and nonlinear relationship between 
a set of input and output data. The power of 
computation comes from connection in a network. 
Each neuron has weighted inputs, simulation 
function, transfer function and output. The weighted 
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sum of inputs constitutes the activation function of 
the neurons. The activation signal is passed through a 
transfer function which introduces non-linearity and 
produces the output. During training process, the 
inter-unit connections are optimized. Once the 

network is trained, new unseen input information is 
entered to the network to calculate the test output. 
There are many backpropagation algorithm are used 
in the neural network but mostly used feedforward 
back propagation neural network (FBNN). 

 
 
A two layer simple Feedforward backpropagation 
neural networks consist of basically three layers: an 
input layer, hidden layer and output layer. 
 
 
Hopfield Neural Network 
 
The Hopfield neural network is a simple artificial 
network which is able to store certain memories or 
patterns. Hopfieldneural network model is a fully 
interconnected network of binary units with 
symmetric connection weights between the units.  

 
 
The nodes in the network are vast simplifications of 
real neurons - they can only exist in one of two 
possible states - firing or not firing. At any instant of 
time a node will change its state depending on the 
inputs it receives from itself and the other nodes. The 

dynamics of the Hopfield network can be described 
formally in mathematical terms. The activation levels 
of binary units are set to zero and one for "off" and 
"on," respectively. Starting from some initial 
configuration  where is number of 
units and is the activation level of unit. The behavior 
of network is determined by an appropriate energy 
function. This function is based on neuron states, 
weights and bias value derived from problem data. 
Update rule of neurons is defined based on energy 
function [20,21].  
 
Proposed Algorithm: 

1. Create a network having 18 node 
arranged in circular fashion. 

2. Select source and destination and the 
sensor node from the nodes. 

3. While(data is not received by destination) 
4. repeat 
5. If(sensor node detect collision) 
6. Then  
7. Apply pattern recognition neural network 

to change the position of the node at 
which collision is detected.  

8. And start transmission from source node 
again. 

9. Else 
10. Transmit the data from one node to 

another.   
11. End if 
12. End while 
13. Exit 

 

 

V. Experiments and Results  

In this section, the performance of each classifier in 
terms of packet delivery ratio, end2end delay, and 
throughput was compared. For better understanding 
of results comparison, we introduce these criteria. 

a)Packet delivery ratio- It expresses the ratio of the 
total number of publication messages received by 
each subscriber node, up to the total number of 
publication messages generated by all publisher 
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nodes of the events to which the subscriber node has 
subscribed. 

 It can be calculated by the following formula:  

PDR=((total packets-loss)/total 
packets)*100 
 b)End2End Delay- The delay of a packet in a 
network is the time it takes the packet to       reach the 
destination after it leaves the source. 
 
c) Throughput –The amount of samples generated 
by the network as response to a given query is equal 
to the number of sensors, k, that are present and 
active when the query is received. 
                                             
It can be calculated by the following formula: 
 
Throughput=total 
packets/End2EndDelay 
 
 
Table 1: Different parameters used for Feed 
Forward Back Propagation 
 
 
Packet 

transmission 

Packet 

Drop 

Packet 

Delivery 

Ratio(pdr) 

End2End 

Delay(e2edelay) 

Throughput 

 

200 

 

23.10 

 

88.45 0.1272 

 

1.5726 

200 16.80 91.60 0.1256 1.5921 

200 33.60 83.20 0.1730 1.1562 

200 16.80 91.60 0.1335 1.4976 

200 21.00 89.50 0.1331 1.5022 

200 25.00 87.40 0.1667 1.1994 

210 16.08 92.00 0.1236 1.6993 

210 29.40 86.00 0.1745 1.2036 

 
Table 2: Different parameters used for Hopfield 
neural network 
 
Packet 

transmission 

Packet 

Drop 

Packet 

Delivery 

Ratio(pdr) 

End 2End 

Delay(e2edelay) 

Throughput 

200 10.50 94.75 0.0868 2.3034 

200 10.50 94.75 0.0883 2.2656 

200 10.50 94.75 0.0893 2.2391 

200 10.50 92.65 0.1280 1.5629 

200 10.50 94.75 0.0876 2.2824 

210 12.60 94.00 0.0895 2.3459 

210 14.70 92.65 0.1280 1.5629 

 

The performance comparison of two neural network 
classifiers that have been implemented in this article. 
The results show that Hopfield neural network is 
better than the back propagation feedforward 
network. 
 
Graphs/Snapshot:  
 

 

Figure 1: Matlab simulation for Data/Packet 
Transmission. 

This figure shows the data /packet transmission from 
one node to another. Here the nodes which send data 
from one  node to another  , all are static. 

 

Figure 2 : Matlab Simulation of a Sensor Node. 

This figure shows a sensor node (yellow ) which is  
in rectangle shape. When more than one node sends 
the data simultaneously at the same node then the 
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sensor node sense it and change the color from green 
to yellow. 

 

Figure3:Matlab simulation of a Collided/Dead  
Node. 

This figure shows  a collided/dead node .When more 
than one node sends the data  to same node at  the 
same time, then there is chances of collision. Here as 
the collision occur at another rectangle node, it will 
change his color from green to red. 

Figure 4:  Matlab simulation for Neural Network 
Approach. 

This figure shows that after using Hopfield neural 
network ,  we can avoid the collision. 

 

Figure 5: Matlab simulation for collision 
avoidance. 

This figure shows collision avoidance after using 
Hopfield neural network. Here the two rectangle 
node shows that there is no collision when two or 
more node sends  the data at the same time and there 
is no changes in node’s color. 

 

Graph for Packet Delivery ratio over no. of Packet 
Transmit 
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Graph for End2End Delay over no. of Packet 
Transmit 

Graph for Throughput over no. of Packet 
Transmit 

VI. Conclusion  

The main feature of WSN that makes it unique is its 
flexibility in terms of the shape of the network and 
mobility of the sensors. In this paper, we have studied 
the throughput, delay and packet delivery ratio of 
networks according to no. of packet transmit using 
hop-field neural network. We have compared the 
results of back-propagation technique with Hop-field 
neural network. The comparison shows that results of 
hop-field are better than the back propagation. Here, 
the packet delivery ratio and through-put are 
increased and end-to-end delay is decreased. This 
paper also explores solutions to efficiently recover 
collisions in WSNs. In future neuro- fuzzy and fuzzy 
applications can be apply to avoid the collision using 
these parameters.  
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